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10. A system for managing Downloadables, comprising:

a receiver for receiving an incoming Downloadable;

a Downloadable scanner coupled with said receiver, for deriving security profile data for the
Downloadable, including a list of suspicious computer operations that may be attempted by the
Downloadable; and

a database manager coupled with said Downloadable scanner, for storing the Downloadable
security profile data in a database.

TARB] HEFOHITRHMGEY L—L

1. A computer processor-based multi-lingual method for scanning incoming program code,
comprising:

receiving, by a computer, an incoming stream of program code;

determining, by the computer, any specific one of a plurality of programming languages
in which the incoming stream is written;

instantiating, by the computer, a scanner for the specific programming language, in response
to said determining, the scanner comprising parser rules and analyzer rules wherein the parser rules
define certain patterns in terms of tokens, tokens being lexical constructs for the specific
programming language, and wherein the analyzer rules identify certain combinations of tokens and
patterns as being indicators of potential exploits, exploits being portions of program code that are
malicious;

identifying, by the computer, individual tokens within the incoming stream;

dynamically building, by the computer while said receiving receives the incoming stream, a
parse tree whose nodes represent tokens and patterns in accordance with the parser rules;

dynamically detecting, by the computer while said dynamically building builds the parse tree,
combinations of nodes in the parse tree which are indicators of potential exploits, based on the
analyzer rules; and

indicating, by the computer, the presence of potential exploits within the incoming stream,

based on said dynamically detecting.
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